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Restricting directory access might be one of the most frequently used .htaccess
techniques out there. As a site grows, there always are some areas that you don’t want
visitors to look at such as merchandise warehouse where you store digital products for
sale.

You want a programmed server-side script to serve the download after confirming
payment instead of risking the users downloading them directly from the directory
without paying you.

To deny all requests for the restricted directory or folder, prepare a .htaccess text file in
that directory and put the following directive in it:

deny from all
That’s it.

Allow and enable access from certain IP

Say you have a permanent IP and you want to administer the site via /admin and protect
the directory from the rest of the world once ‘n’ for all, then you will want the following
.htaccess directives:

order deny, allow

deny from all
allow from 12.34.56.78

Wherein 12.34.56.78 is your IP.

Or if you have an IP range for an entire country, you can allow visits to your site from
that particular country only with this technique.

Or if you are operating the site from LAN you can allow only LAN IP to access certain
directories such as /admin:
order deny, allow

deny from all
allow from 192.168.0

Disallow and deny access from certain IP

You get the idea. To allow all visits except from a few identified spam bots, just reverse
the deny and allow order like this:

order allow, deny

# 98.76.54.32 is a bad bot here

deny from 98.76.54.32
allow from all

Another blocking method via robots.txt
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